Chapter 03

Detecting System Intrusions
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Host: ATLQABH (SUNMICRO:CC:6B:8F)
Criticality: 0- None

Change ID: 151837
At Time: 12/27/2006 11:15:45 AM

No Policies
192.168.1.188

Category: Files
Compliance Change: No Policies
Item: Je e

Property Changes:

test2/testl

Change Type: Property Changed
Severity: Low

Risk: Low
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Property Name | old value

INew Value

File Permission
File Size
Last Write Time

TWTWATW-
153
12/22/2006 09:25:00

Associated Audit Items (Who Made The Change):

W
0
12/27/2006 10:48:00

i Timestamp

| Description

12/27/2006 10:38:43AM
12/27/2006 10:47:10AM
12/27/2006 10:48:01AM
12/27/2006 10:48:01AM

event: chmod(2), pid: 28920, terminal: 323 131094 192,168.1.15
event: unlink(2), pid: 29539, terminal: 323 131094 192.168.1.15
event: creat(2), pid: 52, terminal: 323 131094 192.168.1.15
event: utimes(2), pid: 52, terminal: 323 131094 192.168.1.15
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&) File Acton View Window Help
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@ Computer Management (Local) Name | Full Name | Description

B ﬁg System Tools mAdministrator Built-in account for administering the computer /domain
‘ I @ Event Viewer

QASPNET ASP.NET Machine Account ~ Account used for running the ASP.NET worker proce...
; S Shared Folders \ ASP.NET DB Machine Acco... Account used for running the ASP.NET DB service
S Built-in account for guest access to the computer/do...
Account for Providing Remote Assistance

Local Users and Groups gGuest

: QG QHeIpAss:stant Remote Desktop Help Assi...
roups

Performance Logs and Alert:
Device Manager

EJ @ Storage

$ Disk Defragmenter
Disk Management

l & Services and Applications
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& C:\WINDOWS\system32 [E =] [

Fle Edt View Favorites Tools Help |

QBak ~ ) » (¥ (F F| Psearch [ Folders | (& 3 X ) | @~

Address |5) C:\WINDOW/S \system32 ~| EJco

Name = Size | Type Date Modified -~

() 3com_dmi File Folder 7/10/2012 12:27AM

1025 File Folder 7/10/2012 12:27 AM

) 1028 File Folder 7/10/2012 12:27 AM

(51031 | File Folder 8/27/2012 3:48 AM

) 1033 File Folder 7/10/2012 12:27 AM

1037 File Folder 7/10/2012 12:27 AM

1041 File Folder 7/10/2012 12:27 AM

1042 File Folder 7/10/2012 12:27 AM

) 1054 File Folder 7/10/2012 12:27 AM

(2052 File Folder 7/10/2012 12:27 AM

3076 File Folder 7/10/2012 12:27 AM

[C)CatRoot File Folder 7/16/2012 11:32PM

[C)CatRoot2 File Folder 7/23/2012 12:23 AM

(C)Com File Folder 7/10/2012 4:30 AM

() config File Folder 7/10/2012 4:44 AM

(D) dhep File Folder 7/10/2012 12:27 AM

) dlicache File Folder 7/16/2012 11:31pM x|
|1 objects selected | | *¢ My Computer 7
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root@bt:~/. # ps aux

USER  PID %CPU %MEM VSZ RSSTTY STAT START TIME COMMAND
root 1 0.0 0.3 2844 1604 ? Ss Apr15 0:01 /sbin/init

root 20000 0 07 S Apr15 0:00 [kthreadd]

<snip>

root 10962 0.0 0.0 2740 4767 S< 09:33 0:00 udevd --daemon

root 11550 0.0 0.0 07? S 11:13 0:00 [kworker/0:2]

root 11567 0.0 0.0 07 S< 11:15 0:00 [hci0]

root 11619 0.0 0.0 07 S 11:18 0:00 [kworker/0:1]

root 11654 0.0 0.0 0 07 S 11:23 0:00 [kworker/0:0]

root 11664 5.3 6.1 36092 31360 pts/1 S 11:24 0:00 ./nttpd

root 11665 0.0 0.2 2764 1052 pts/1 R+ 11:24 0:00 ps aux

root 12015 0.0 1.7 34800 8736 ? S Apr16 0:00 /usr/lib/notification-daemon/notification-daemon
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File Options View Help

Applications | Processes | Services

Performance

Networking

Users

Image Name

Csrss.exe
winlogon.exe
RtWLan.exe
conhost.exe
dwm.exe
taskhost.exe
LogMeInSystray.exe

.................................................

TPAutoConnect.exe
vmtoolsd.exe
explorer.exe
taskmar.exe

.............

User Name CPU Memory (Private Wor...

.............

00
00
01
00
00

.............
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1,612K
2,124K
4,112K
1,000 K
4,960 K
1,728K

.........................

24,596 K
2,172K
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